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� ‘Cyber Crime’ means ‘Digital Crime’ =any crime that involves a computer and a network.

� The computer may have been used to;

� * commit the crime,

� * be the target of the crime, or

� * facilitate the crime.

� This is further broken down into three categories;

� ‘Cyber Dependent’ - (‘Pure Cyber Crime’) - The creation & spread of
malware, hacking, and denial of service attacks (DoS attacks)

� ‘Cyber Enabled’ - (Existing Crime) - Traditional ‘existing’ crimes organised
or committed on an industrial scale.(fraud, scams, phishing, buying illegal drugs/firearms, child 
sexual exploitation)

� ‘Internet Facilitated’ - (‘Cyber Assisted’) - The internet or devices used to
facilitate in planning or committing traditional criminal activity ranging from online

abuse on social media, grooming, drug dealing, terrorists attack planning
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OUTCOMES

Wiltshire Police Cyber Crime Prevention Strategy

R1 – Strategic governance

• Clear and defined Wiltshire Police Crime Prevention Strategy, fully cognisant of the National Strategy

• Working with all stakeholders both internally and externally to co-ordinate and drive preventative policing activity

• Better developed local and regional structures to coordinate and drive preventive policing activity

• Network of regional forums established that Force SPOCs and national structures can feed into 

• Forces to assess their local problem solving practices to ensure effective and coordinated problem solving structures (e.g. SPOC in each force for 

preventive policing) 

R2 – Staff

• Defined department structure, roles and responsibilities for all staff

• Demand reduction to be maximised through effective resourcing and use of 

specialist prevention staff

• All staff with a public contact role to provide prevention advice as a core 

function and to be trained in preventive policing to a nationally agreed standard

RESOURCING

E5 – Prevention through communities

E4 – Staff awareness and training at all 

levels

• CoP training for wider staff awareness

• GSOL use on intranet

• Victim impact knowledge sharing

• Cyber/digital awareness built into 

foundation training

• Training provided by other public 

serves/industry (e.g. National Archives 

on Information Security, Open 

University and free Industry designed 

schools packages – IBM, etc.) 

• Targeted Victim Support awareness

E2 – Communications

• Information Sharing – National 

campaigns and messaging (City 

of London, NCA, ROCU), CiSP, 

Crime Forums, Schools 

engagement, Cyber Essentials for 

organisations to improve 

resilience. 

• GSOL, Force website, targeted 

and themed campaigns, 

presentations, social media and 

radio/TV 

E2 – Effective Partnerships

• Key stakeholders – national, 

regional and local

• Promote effective partnerships 

with academia and industry to 

spread awareness message

• Influence organisations to work 

together

• Engage industry to raise 

awareness and educate

• Coordinate of communication 

strategies for consistency

E3 – Understanding the data

• Learn from and use the information provided 

(NFIB, City of London produced Force Profiles, 

Home Office Survey’s, CiSP reporting, CE 

engagement, schools, engagement)

• Identify and target messaging at hard to reach 

groups

ENABLING FACTORS

CORE DELIVERABLES

D2 – Educate

• Provide co-ordinated, consistent and 

timely advice

• Coherent communications strategy 

(internally and externally)

• Internal policy drivers

D3 – High Risk and repeat victims

• Effectively identify high risk and repeat 

victims

• Work with partners to support repeat 

victims and prevent ongoing victimisation

• Effective partnership work/understanding 

the nature of vulnerability across sectors

• Understand impact

D1 – Raise Awareness 

• Improve the community’s awareness 
of threat and impact

• Encourage crime reporting and 
intelligence gathering 

D4 – Better understand the nature of the threat and response

• Fully appreciate that this is changing and fluid threat

• Support the production and sharing of analytical products

• Engaging at local, regional and national level to benefit from wider comprehension 

and coordinated response

• Recognise impact upon individuals and organisations

• Continual Improvement measuring (CiSP, CE, GSOL)

Reduce the vulnerability of individuals, 
communities, public, private and voluntary 
organisations 

Reduce victimisation
A measurable level of engagement with services 

provided to aid cyber crime prevention

• The ability to measure the performance of this plan

04 Cultural change

• The promotion of cyber crime prevention as a core 

police function when preventing crime, reducing 

harm and demand, through a collective problem 

solving approach

Our Vision:




